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DETAILED ACTION 

This action is in response to the papers filed 8/142/2007. Claims 1-25 were received for 
consideration. 

Response to Arguments 

Applicant's arguments, with respect to 35 U.S.C. 112, second paragraph have 
been fully considered and are persuasive. The 35 U.S.C. 1 12, second paragraph 
rejection of claim 1 has been withdrawn. 

Applicant's arguments with respect to claim 1 have been fully considered but they 
are not persuasive. The recitation "a method of passing validated information along a 
series of entities, the series of entities including a source entity, at least one 
! intermediate entity, and a target entity, wherein each of the entities shares a validation 
parameter with its immediately neighboring entity or entities in the series, the method 
comprising the steps, commencing in the source entity" has not been given patentable 
weight because the recitation occurs in the preamble. A preamble is generally not 
accorded any patentable weight where it merely recites the purpose of a process or the 
intended use of a structure, and where the body of the claim does not depend on the 
preamble for completeness but, instead, the process steps or structural limitations are 
able to stand alone. See In re Hirao, 535 F.2d 67, 190 USPQ 15 (CORA 1976) and 
Kropa V. Robie, 187 F.2d 150, 152, 88 USPQ 478, 481 (CCPA 1951). 

According to the claims the current entity only has to generating a validation code 
for the information, the validation code being based on the validation parameter shared 
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between the current entity and a next entity in the series; (b) outputting the validation 
code; (c) receiving the validation code in the next entity in the series and making that 
entity the current entity; (d) verifying the information via the validation code in the 
current entity using the validation parameter required to verify it (see figure 4A step 129 
the printer checks to is id the hash values match). Since the last intemriediate entry is 
the personal computer it only has to pass the data once to the target entity the printer 
and (f) receiving the validation code in the target entity and verifying the information via 
the validation code and the validation parameter required to verify it. See rejection 
below. 

Claim Rejections • 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claim 1-7, and 17-25 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Wiegley (U.S. Patent # 6,71 1 ,677). With respect to claim 1 , a method of passing 
validated information along a series of entities, the series of entities including a source 
entity, at least one intermediate entity, and a target entity, wherein each of the entities 
shares a validation parameter with its immediately neighboring entity or entities in the 
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series, the method comprising the steps, commencing in the source entity, of: (a) in a 
current entity (see figure 2 element 12 Personal Computer), generating a validation 
code for the information (see figure 4A and 4B i.e. hash value of the print data), the 
validation code (see figure 4A i.e. the session key and the public key of the printer) 
being based on the validation parameter (see figure 4A i.e. the session key and the 
public key of the printer) shared between the current entity and a next entity in the 
series (see figure 1 element 10 Printer); (b) outputting the validation code (see figure 4A 
and 4B step 114 and 1 15 the computer client sends the session key encrypted with the 
printer's public key and the hash of the print data encrypted with the session key to the 
printer); (c) receiving the validation code in the next entity in the series and making that 
entity the current entity (see figure 4A and 4B the printer receives the session key 
encrypted with the printer's public key and the hash of the print data encrypted with the 
session key to the printer); (d) verifying the information via the validation code in the 
current entity using the validation parameter required to verify it (see figure 4A step 129 
the printer checks to is id the hash values match); (e) repeating steps (a) to (d) until the 
last intermediate entity (see figure 2 element 12 Personal Computer) in the series has 
output the validation code it generated (see figure 4A and 48 step 114 and 1 15 the 
computer client sends the session key encrypted with the printer's public key and the 
hash of the print data encrypted with the session key to the printer); (f) receiving the 
validation code in the target entity (see figure 1 element 10 Printer) and verifying the 
information via the validation code and the validation parameter required to verify it (see 
figure 4A and 4B the printer receives the session key encrypted with the printer's public 
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key and the hash of the print data encrypted with the session l<ey to the printer and 
verifies the data based on the hash value). 

With respect to claim 2 wherein step (b) includes the substep of outputting the 
information (see figure 4A and 4B step 1 16 and 1 18 the printer client sends the print 
data to printer). 

With respect to claim 3, wherein step (f) includes receiving the information and 
, using it during the verification (see figure 4A and 4B step 1 16 and 1 18 the printer client 
sends the print data to printer and hash the print data to verify that the hashes match). 

With respect to claim 4, wherein step (c) includes receiving the information and 
using it during the verification (see figure 4A and 4B step 1 16 and 1 18 the printer client 
sends the print data to printer and hash the print data to verify that the hashes match). 

With respect to claim 5, further including a controller in contact with at least some 
of the entities, the controller being configured to pass the information and/or the 
validation codes between adjacent entities in the series (see figure 2 and column 3 lines 
41-61). 

With respect to claim 6, wherein step (a) is perfomned in response to an 
instruction issued by the controller (see figure 2 and column 3 lines 41-61 ). 

With respect to claim 7, wherein the instruction includes a request for the 
information upon which the validation is to be performed (see figure 2 and column 3 
lines 41-61). 
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With respect to claim 17, wherein a different validation parameter is used for the 
validation step performed at any two adjacent entities (see figure 4A and 4B the session 
key is generate each time date is transmitted to the printer). 

With respect to claim 18, wherein at least one of the entities is an integrated 
circuit (see figure 2 element 18, 20 and 22 and column 3 lines 41-61). 

With respect to claim 19. A method according to claim 1 , wherein the target entity 
is a printer controller integrated circuit (see figure 2 element 22 and column 3 lines 41- 
61). 

With respect to claim 20, wherein the source entity is a printer controller 
integrated circuit (see figure 2 element 18 and 20 and column 3 lines 41-61 ). 

With respect to claim 21 , wherein either the source entity (see figure 2 element 
12 personal computer) or the target entity (see figure 2 element 10 i.e. printer) is a 
printer controller integrated circuit (see figure 2 element 18, 20 and 22 and column 3 
lines 41-61) and the at least one intermediate entity is a verification chip associated with 
the printer controller (see figure 2 element 20 and column 3 lines 41-61). 

With respect to claim 22, wherein the controller is a printer controller integrated 
circuit (see figure 2 column 3 lines 41-61). 

With respect to claim 23, where one of the entities is the controller (see figure 2 
column 3 lines 41-61). 

With respect to claim 24, wherein the printer controller has a relatively unique 

I 

identity and the verification chip includes a key based on the unique identity (see figure 
4A and 4B the private key of the printer). 
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With respect to claim 25, wherein the source or target entity is an integrated 
circuit associated with a package that contains mk (see figure 2 element 20 and figure 
4B column 3 lines 41-61). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 8-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wiegley (U.S. Patent # 6,71 1 ,677) in view of Schneier Applied Crvptoaraohv Protocols. 
Algorithms and Source Code in C . With respect to claim 8 Wiegley teaches everything 
with respect to claim 1 above but does not teach wherein the validation code is a digital 
signature produced by a digital signature function using the information and the 
validation parameter as operands. Schneier teaches that the validation code is a digital 
signature produced by a digital signature function using the information and the 
validation parameter as operands (see Schneier page 37-38). It would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains to have digital signed the information with the 
senders private key. This makes it so the receiver can verify who sent the information 
by decrypting the information with the sender's public key (see Schneier page 37-38). 
Therefore one would be motivated to have digital signed the information. 
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With respect to claim 9, wherein the validation parameter is a key (see figure 4A 
i.e. the session key and the public key of the printer). 

With respect to claim 10, wherein the key is a symmetric key (see figure 4A i.e. 
the session key and the public key of the printer). 

With respect to claim 1 1 , wherein the validation parameter is an asymmetric key- 
pair, and the public and private components of the key-pair are in respective 
neighboring entities in the series (see figure 4A i.e. the session key and the public key 
of the printer). 

With respect to claim 12, wherein the validation code is a digital signature (see 
Schneier page 37-38) generated with a digital signature function using the key or key- 
pair component (see figure 4A i.e. the session key), the information (see figure 4A i.e. 
the print data) and at least one nonce as inputs (see figure 4A i.e. the session key). 

With respect to claim 1 3, wherein the at least one nonce is generated in the 
current entity in response to an instruction issued by the neighboring entity of the 
current entity closer to the target entity (see figure 4A i.e. the session key). 

With respect to claim 14, wherein the at least one nonce is randomly, pseudo- 
randomly or arbitrarily generated number (see figure 4A i.e. the session key and column 
4 lines 47-52). 

With respect to claim 1 5, wherein the at least one nonce is supplied to the 
current entity in an instruction issued by the neighbouring entity of the current entity 
closer to the target entity (see figure 4A i.e. the session key). 
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With respect to claim 16, wherein the nonce is randomly, pseudo-random ly or 
arbitrarily generated number (see figure 4A i.e. the session key and column 4 lines 47- 
52). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier c ommunications from the 
examiner should be directed to Devin Almeida whose telephone number is 571-270- 
1018. The exarniner can normally be reached on Monday-Thursday from 7:30 A.M. to 
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to 
4:00 P.M. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 




Devin Almeida 
Patent Examiner 
14/24/2007 
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